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Job: Cyber Security AnalystJOB DESCRIPTION

Office Location: Birmingham (Hybrid)
Reports to: Head of Information Security and DPO
Hours of work: 9-5 Mon-Fri
Supervisory Responsibilities: None
Travel Required: None

Compass Community exists to create a future of strength and opportunity for every child. Across fostering, residential care and education, we use a therapeutic, innovative approach that puts children first. Our mission is to be the UK’s #1 children’s services provider – reaching more children, being the best place to work in children’s services, and helping to transform the sector for good.

Our values, Integrity, Courage and Care guide how people work here. We listen properly, challenge each other well, and get on with fixing what needs to be fixed, together. When something goes wrong, we deal with it. When something goes well, we celebrate it. That's the work of Life Changers, and we look forwards to welcoming you to the team.

MAIN PURPOSE OF ROLE: We are seeking a motivated and enthusiastic Cyber Security Analyst to join our IT team. This is an excellent opportunity for someone looking to build a career in cyber security while gaining experience across a broad range of security technologies and operational security activities.
The successful candidate will support the protection of our systems, devices and data by assisting with security monitoring, vulnerability management, incident response, endpoint protection and security improvement initiatives.
Working closely with the Head of Information Security and DPO, the role will provide exposure to modern security tools and technologies within a Microsoft-centric environment. This is a technical role focused on cyber defence and security operations rather than compliance, governance or data protection activities. 

KEY RESPONSIBILITIES 
Security Monitoring and Threat Detection
· Monitor security alerts generated by security platforms and tools.
· Investigate suspicious activity and escalate security incidents where required.
· Support the identification, analysis and remediation of cyber security threats.
· Assist with incident response activities and post-incident reviews.
· Maintain accurate records of security events and investigations.
Endpoint and Infrastructure Security
· Support the administration of endpoint security tools across the organisation.
· Assist with monitoring device compliance and security posture.
· Review security configurations and recommend improvements.
· Help implement and maintain security controls across servers, endpoints and cloud services.
Vulnerability Management
· Conduct regular vulnerability scanning activities.
· Review vulnerability reports and assist IT teams with remediation planning.
· Track remediation progress and provide status updates.
· Support patch management and security improvement initiatives.
Microsoft Security Technologies
· Assist in the administration and monitoring of: 
· Microsoft Defender
· Microsoft Sentinel
· Microsoft Entra ID
· Microsoft Intune
· Microsoft Purview security capabilities
· Support investigations using Microsoft security tooling.
· Contribute to the improvement of Microsoft security configurations and controls.
Security Awareness and Support
· Assist with cyber security awareness initiatives and campaigns.
· Support colleagues with security-related queries.
· Promote good security practices across the organisation.
· Contribute to phishing simulation and awareness activities.
Documentation and Reporting
· Maintain operational security documentation.
· Support the development of security procedures and technical standards.
· Produce reports and metrics relating to security events, vulnerabilities and controls.
· Assist with security audits and reviews where required.


PERSONAL SPECIFICATION – ESSENTIAL 
Experience working with the Microsoft Security Stack, including some of the following technologies:
· Microsoft Defender
· Microsoft Sentinel
· Microsoft Entra ID
· Microsoft Intune
· Microsoft Purview (security features)
Understanding of cyber security principles and technologies.
Knowledge of common cyber threats including phishing, malware, ransomware, business email compromise and credential-based attacks.
Experience investigating security alerts and supporting security incident response activities.
Understanding of Windows operating systems and Microsoft 365 environments.
Strong analytical and troubleshooting skills.
Ability to communicate technical information clearly.
Strong attention to detail and organisational skills.

Key Attributes 
Experience with vulnerability management tools and remediation processes.
Knowledge of networking fundamentals including TCP/IP, DNS and firewall concepts.
Experience with Endpoint Detection and Response (EDR) solutions.
Experience administering Microsoft Azure environments.
Experience gained through:
· IT Support
· Service Desk
· Infrastructure Support
· Cyber Security Apprenticeships
· Security Operations Centre (SOC) environments
Relevant certifications such as:
· Microsoft SC-900
· Microsoft SC-200
· CompTIA Security+
· ISC2 Certified in Cybersecurity (CC)
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